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Managed Firewall Services

Internet Security is a necessity to any business that has a home on the Internet. To protect your online
business from unwanted intruders, a firewall can be used in conjunction with your co-located solutions or
dedicated servers to monitor and prevent uanthorized access to your network.

Webvisions Managed Firewall Service is specifically designed to protect your online business from attack.
Webvisions makes use of WatchGuard]Firebox systems which are placed in front of your network to
regulate network activity as per your security configuration.

Webvisions will also provide a consultant to help you setup your security policies and configure your firewall.
Your firewall is managed round the clock everyday. Whenever attempts are made to compromise your
network, our engineers will be alerted.

Webvisions provides two choices of firewall implementation:

» Shared Firewall:
Servers in the same subnet are sharing a single firewall. This solution is suitable for servers
requiring basic firewall protection.

Product and Pricing Information:

Installation Setup: $150
Monthly Charge: $150 per IP address

Standard Firewall Policies

Enabled Policy Rules Disabled Policy Rules
HTTP External Ping

FTP NAT not supported
Telnet/SSH

SMTP/POP

PCAnywhere

Note: Requests for modifications or addition of policy rules are subject to administrative charges
under siteAdmin.

» Dedicated Firewall:
Product and Pricing Information:
Installation Set-up: $890
Monthly Charge: $890

Addons:
Branch Office VPN: $100 monthly
Remote VPN: $50 per 5 users monthly

Includes:

Firebox Il Hardware

Up to 10 security configurations change requests per month
24x7 Security Monitoring & Response

Product Features:

e 24 x 7 Firebox uptime monitoring, security event monitoring and security incident
response
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e Realtime Security Updating of software updates and threat responses, keeping your
defence at maximum security constantly
e Professional Consultants to assist in defining your security policies

Optionals:

Cisco PIX - R *OR* (Call for pricing)

Checkpoint Firewall-1 (CPFW-FIG-25-V40) with server (Call for pricing)
Branch Office VPN: $100 monthly

Remote VPN: $50 per 5 users monthly

Branch Office VPN

Branch Office VPN is another option WatchGuard has created to help businesses conduct
transactions with peace of mind. WatchGuard's Branch Office VPN creates secure
communications between your office locations and your trading partners by tunneling data
between two networks or from a host to a network protected by WatchGuard Fireboxes via
the internet. The WatchGuard Proprietary Encryption Protocol establishes a secure tunnel
among multiple WatchGuard Fireboxes, encrypts, and encapsulates packets passing
between the networks. The packets are received, then decrypted, unencapsulated and
filtered by the receiving Firebox to ensure compliance with the configured rules.

Remote User VPN

WatchGuard Remote User VPN can revolutionize the way telecommuters and traveling
employees conduct business. Remote User VPN provides traveling employees and
telecommuters with a secure connection to the server. Using the Internet to minimize
expensive long distance charges, this cost-effective solution eliminates the need to maintain
dedicated modem banks and costly remote access servers.

Remote User access is set up using Point-to-Point Tunneling Protocol (PPTP.) PPTP is a
"tunnel" created between the remote host and the Firebox, allowing all traffic to flow
securely across the Internet. There is no need to purchase additional client software as
Microsoft Windows 95/ 98 / NT 4.0 workstations come equipped with PPTP or are PPTP-
ready. Free Dial-Up Networking upgrades are also readily available from Microsoft. The
PPTP tunnel is established using the Dial-Up Networking dialogue on a Windows
workstation. Once the tunnel has been established, all data exchanged between the Firebox
and remote client is encrypted. The Firebox decrypts and filters each packet received from
the remote client according to the configured rules. By lowering costs and increasing
security, Remote User VPN is an ideal solution for the extended business.
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